it'simportant to note that new challenges are arising on the internet all the time. We have created to this guide to raise awareness of the issue and offer
advice on helping parents to talk to their children about making safer decisions online, See also our’? conversation starters’ guide for more tips on better

communication with your child.
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DISTRESSING FOR
CHILDREN

CHILDREN'S VIDEOS

SUGGESTED VIDEOS
BEING ‘HUACKED'

ONYOUTUBE
There have been recent reports that some

L ; ] Popular YouTubars and other accounts have Video apps such as YouTube include an‘up
1“""“1?' innocent videos on YouTube and been uploading reaction videos, showin naxt’ feature which sutomatically starts

YouTube Kids (such as ‘surprise eggs, their experience of the MOMOD challenge. laying ancther video based on the video
unbaoxing videos and Minecraft videos] have Same of the videos include a disclosure F.ut watched, Due to YouTube's algorithm,
been edited by unknown sources to include

message warning that the content may be usars are shown ‘suggested videos' that they
violence provoking and/or other “inappropriate or offensive to some may ba interested in. The thumbnails used

Inagpmpn_ite content. Even though audiences” and that “viewer discretion is on suggested videos are purposefully
] YouTube monitor and remove videos that advised” but these videos are still easily created in & way to encourage viewers to
1  include inappropriate content, clips can be accessed by clicking 'l understand and wish click them. During our research, we found
g uploaded and viewed thoutands of times to proceed’ The image of the ‘Momo’ that when watching one Momo related
L before they :]l" reported and removed. As a character can be deeply distressing to video, we ware shown countless other
parent, it's difficult to spot these videos as

children and young people and it's Momo themed videos and other scary
important o note that it may 1I'lp~thruugh content which would be age-inapproprnate
parental settings and filters, for children under 18.

the harmful content dossn't appear until
partway through the video.
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Tt like any urban legend ar harrer story, the concept PAHmTM CDN.I.HDLS
can be guits frightening and distreising for young Ensurs that you set up parental controls for your You cant shways rely on parental controls to black
people. Whilst this may seem obvious, it's Important devices at home. This '#Hlpl':lpt-u restrict the types of distressing or harmful material. People find way:
Tar you to relterate to your child that Momo s not s comtent that your child cam wiew, 45 well a3 haip you to around a platform's algodthm in order to thare
real person and cannot directly hasm them Also, tell meanitar thedr sctivity. In sddition te this, It vital that and promote this type of materfal. Due to this, we
yourr chilld to not go openly searching for this content WO A avane af your device and account settings te achwice that poa flag and report amy materlal you
ondinee a3 it may only cause more distress. eRiURE yaur Childs utmeast walety, For example, on deem 1o be Inappropriate or harmiul as soon as
YouTube you can turn ol Suggesied auto-play” on WO COTeE B0r0ss I You should llmm-du the
BE PRESENT wideos 1o Stop your child frem viewing content that B N H"'“"
they hivre not Sirectly selected. wlewing it Also sncoursge your child to
IS important for you. &5 a parent of carer. o be record/screenshel any content they feel could be
preaent whille your children are cnlins, This will give Fradicisdis 1o pl-aud:‘ﬁj-lluui im added b ehealate
you a greater underilanding of what they are doing the Hsue bo the appropriats channels.
an their deviced, & well a3 provideng you with the PEEH mESSURE
appoitunily to dibtdid, JdppEoit and sbog certain Trends and viral challenges can be tempiing for
agtivities that year child may ba irrvodved in, Az the children to take part in; no matter how dangerous or FUHTHER SUP.PDRT
nafure of pach ark become progressively wornie ity scary they seem, Maks sur pou tali 1o pour child
alyo bmpartant to nilye any changes in your about how they ihouldn succomb 1o pesr presiune :
chilad’s iour, and do anything they sre not comifortable with, online 5:;:_:,".:1“““; “”;TJ:E:;::::“.E’:”"““ ::‘
af aifling, I they ane uniare, #Rooursce them 1o talk 1o il ! . .
0T ‘s online actiwity or malkchows corbent
TALK REGULARLY WITH You o ancrer wasksd schul that could affect thers,
m“ EH“_D I your chibd vess something distressing. it i
As well a3 monitoving your chibd's activity, it's REAL DRHDm important that thay know whars 10 9o 1o sesk help
imiportant for you discuss it with them tos. Hot enly As a parent it is matural to feel worried about certaln .ﬂ:.u':n.;:n:;,mﬂ::d:i;:mm;‘“ﬁm .“-T:
will this give you an underitanding of their cnbing things you see ondine that may be harmiul 15 your ey S e ¥ st
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www.nationalonlinesafetycom  Twitter- @natonlinesafety  Facebook - /NationalOnlineSafety  Phone - 0800 368 BOG1



	IMG_0306

